User Agreement
e Network Account/Access

Introduction. You have requested, or a company department
has requested on your behalf, access to information technology
(IT) equipment, applications, and data. Before access is
granted, you must agree to abide by usage and access policies
and to use your computer account in an acceptahle and ethical
manner, as described herein. Read the information carefully,
and signify your understanding and agreement by signing and
dating the document.

Privileges and Responsibilities. The following provisions of
describe the ethical and appropriate use of ek | T
resources:

+ | am responsible for the correct and proper use of the
tools each system provides for maintaining the security
and confidentiality of information stored on it.

« My account (UserlD) is assigned to me alone and will
not be shared with anyone, including co-workers,
trainers, or systems administration personnel. | will
protect my password as CONFIDENTIAL.

« | will create and protect my account password

according to JyEgRee password guidelines. (See
password creation guidelines on back of this form)

= | will not auto-forward any MRS =mail to any
nmﬂ account unless | have received
autharization from the Corporate IT.

* | will not use IT resources for illegal
purposes including intentional harassment of other
users, intenfional destruction of or damage fo
equipment, software or data belonging fo Securelnfo
or other users; intentional disruption or unauthorized
monitoring  of electronic  communications;  and
unauthorized copying of copyrghted matenals.

(Additional examples of illegal activities are attached
helow.)

« | will refrain from unethical (and possibly illegal) usage
including any violation of IT policies, unauthorized use
of IT account, access codes or devices or network 1D
numbers assigned to others; intentional use of
telecommunications  facilties in ways  that
unnecessarily impede the computing activities of
others; use of computing facilities for private business
purposes; academic dishonesty; violation of software
licenses; violaion of network usage policies and
regulations; and violation of other user's privacy.
(Examples of unethical activities are listed helow.)

o | will immediately report any accidental or unintentional
access to  disciminatory, offensive, obscene,
threatening, harassing, intimidating, or disruptive
information to my team lead or supenvisor immediately.

« | am aware of the potential harm that computer viruses
and other desfructive computer programs have and
will take steps to avoid being their victim or unwitting
vecior.

« | will not remove any company-owned or licensed
software from the facility without appropriate authority.

Access to Company Data. The following are provisions
that describe appropriate access and control of Al
owned (company) data:

| will access company data only in the conduct of

R s

« | will comply with the “clean desk policy” to
ensure sensitive company information and
pilferable IT assets are properly secured when |
am unable to provide direct control (e.g., at the
end of duty day or when on a trip).

+ | will respect the confidentiality and privacy of
individuals whose records may be accessed.

+ | will ohserve any ethical restrictions that apply to
data which | have access, and to abide by
applicable laws or policies with respect to access,
use or disclosure of information.

+« | am forbidden to disclose information designated
as sensitive, private, or confidential or distribute
such data in any medium, unless the recipient's
authorization has been verified and the means of
transmission is appropriate.

« | am forbidden to access or use amy company
data for my own personal gain or profit, or the
personal gain or profit of others, or to satisfy your
personal curiosity.

| understand that W will audit all events relative to my
account, monitor my networkfnternet usage, and may
retrievelread any data composed, sent, or received through
anline connections and stored in IT systems (e.q.,
files, e-mail). (Nofe: Privacy of data processed, sfored of e-
maifed on Securelnfo computers and information sysfems is
neither impiied nor expected.)

| understand that if | fail fo abide by Wiieyge security policies,
my access priviieges may be suspended or revoked,
administrative action may be taken, | may be dismissed, and |
(where appropriate) | could be prosecuted in civil or criminal
court.

| understand and agree to abide by the conditions outlined in this
agreement. (Note: Failure to accept these standards of behavior
means that | will not have access to any IT systems,
which may be grounds for my dismissal.)



Unethical and lllegal Activities:

Examples of unethical and illegal activities that could result in suspension or termination of access privileges, administrative action, dismissal,
and/or civil or criminal prosecution:

Effecting security breaches or disruptions of network communication

Port scanning or security scanning is expressly prohibited except where authorized by Corporate IT

Executing any form of network monitoring which will intercept data not intended for the user’s host unless this activity is part of the
user's normal job/duty

Providing information about, or lists of gl employees to parties outside m

Violating the rights of any person or company protected by copyright, trade secret, patent, or other intellectual property, or similar
laws or regulations

Copying, installing or distributing of software products which are not licensed or owned by

Exporting software, technical information, encryption software or technology, in violation of intemnational export control laws
Introduction of malicious program into any IT system (e.g., viruses, worms, Trojan horses, e-mail bombs, etc. )

Sending or posting discriminatory, harassing, or threatening messages or images

Using the organization's IT resources for other than authorized business purposes (e.g., sending or posting chain letters,
solicitations, or advertisements; personal business purposes; personal gain; political causes or activities; religious activities; any sort
of gambling)

Revealing you account password to another user or allowing another user to access your network account

Stealing, using, or disclosing someone else's password

Failing to observe licensing agresments

Attempting to reconfigure, circumvent, or disable system security measures

Engaging in unauthorized transactions that may incur a cost to (e or initiate unwanted services and transmissions
Participating in the viewing or exchange of pomography or obscene materials

Unethical behavior such as sending or posting messages that defame, disparage or slander other individuals or companies; passing
off personal views as representing those of {4 sending/posting messages or material that could damage Securelnfo’s
image or reputation

Attempting to break into the computer system or account of another organization or person

Attempting to cover up (e.g., failure to report) security violations

Refusing to cooperate with a security investigation

Sending anonymous e-mail messages, junk mail, chain letters, or spamming

Engaging in any activities deemed unlawful by Federal, State, or Local representatives/officials

Signature

Print Full Name

Date



